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Abstract. In this paper we focus our research on user identification rather than
user verification by analyzing handwritten signature and haptic information
such as pressure. For analysis, a multilayer perception (MLP) neural network is
adopted. In order to verify the proposed method, 16 users’ signatures were
measured with haptic information. We successfully identified users at an
average success rate of 81%.

Keywords: Haptics, Identification, Authentication, Biometrics, Neural
Networks.

1 Introduction

With the automation of everyday transactions and the increased dependency on
computers, the shift of large assets from the traditional form into the digital form
requires a similar automation shift in the protection of such assets. In this shift, one
important security aspect is authentication. Authentication is the process of validating
who you are to whom you claim to be. One commonly used authentication method is
textual passwords, where a secret word is selected and presented every time a user
must be authenticated. However, passwords can be forgotten, written down, recorded,
and shared with friends and family members [1].

In order to avoid these defects, biometrics, which makes use of the personal
physiological and behavioral characteristics, is introduced for the purpose of
identification or verification. Identification answers the question “who or what is
this”, while verification verifies who you claim to be. Fingerprints, hand geometry,
palm print recognition, face recognition, iris recognition, retina recognition, voice
signature, hand written signature recognition, and gait recognition are all different
types of biometrics. Some researchers have focused on the haptic characteristics of
users, such as force profile when writing a signature, as biometrics information. They
have investigated the possibility of haptic authentication. The idea is based on the
assumption that every human behaves and touches objects in a unique way.

Most authentication systems verify the user at the beginning when a user logs into
a system. However, no further authentication is applied while using the system’s
assets. Several scenarios can occur (and are not limited to):



1. The user might forget to sign out and then an intruder can abuse such an
opportunity.

2. The user might willingly share his/her password with a friend or a family
member.

3. An intruder might interfere and impersonate the legitimate user and abuse the
legitimate user’s privileges.

Keystroke dynamics observes the user’s keyboard usage behavior and tries to build
a user pattern in order to detect the user’s authenticity all the time [2, 3, 5, 6, 7]. The
work of analyzing the behavior of user interaction is extended to the mouse as well.
Since most users rely on the mouse rather than the keyboard, a user pattern of mouse
movements is built to continuously authenticate users [8, 9].
However, in the continuous authentication process, sometimes we need to identify
users for forensic purposes. For example, when an intruder attacks a system, he
should be identified and the system should be able to provide information about the
intruder. In this paper, we propose an identification process based on a handwritten
signature and haptic information captured when writing the signature rather than
verification. The remainder of this paper is organized as follows: Section 2 discusses
related works. Section 3 studies haptics hand signature identification methodology.
Section 4 presents the experimental results. Finally, section 5 concludes and discusses
future work.

2  Related Works

Observing haptic characteristics for authentication is a new field of research.
Orozco et al. [11] examined users’ haptic characteristics based on a maze application.
They used the Hidden Markov Model (HMM), spectral analysis and time warping and
reached probability of verification up to 78.8% with 25% FAR (False Acceptance
Rate). Moreover, they reached an identification success rate of 50% using HMM
among four users.

Malek et al. [13] use haptics to prevent shoulder surfing attacks on graphical
passwords. A shoulder surfing attack is performed by an adversary by watching over
a user’s shoulder or recording the legitimate user’s graphical passwords or textual
passwords. The proposed scheme partially prevents shoulder surfing attacks since
the attacker can still observe the graphical password but not the forces applied while
performing the graphical password. They [14] further enhance such a scheme by
using artificial neural networks (ANN) and nearest neighbor (NN). NN allowed for
92% probability of verification (PV), and ANN resulted in PV of 90%.

El Saddik et al. [12] analyzed the relative entropy of different haptic features and
introduced the entropic signature that represents the uniqueness of each user’s
biometrical features. Based on a virtual check application, they calculated the
probability of verification (PV) as 50% with 25% FAR and based on a maze
application they calculated PV of 95% at 4.5% FAR. They concluded that haptic
interfaces are more suited to verification rather than identification. However, we



propose a system that is targeting the identification process and argue that the haptic
information can be used for identification.

3  Identification of Hand Written Signatures Based on Haptics

3.1 Handwriting Environment

The handwriting environment provides a virtual environment where users can write
their signature on a virtual plate as shown in Fig. 1. The users grab and move the end-
effector of the haptic device as a pen and its 3-dimensional position is mapped to a
cursor in the virtual environment. When the cursor collides against a white
rectangular virtual plate, the users can feel the repulsive force based on the penalty-
method and red dots are drawn on the collision position. A Phantom OMNI haptic
device [4], which can measure 3-dimensional position and orientation of the end-
effector, is used as the haptic device.

Fig.1. The handwriting environment.

3.2 Feature Extraction and Selection

Many attributes have been incorporated as features in our system. When a user writes
his/her signature on a virtual plate, as shown in Fig. 1, the 3-dimensional position (p),
force applied (f), velocity (v), angular rotation (a) and timestamp (t) of the virtual
pen-tip were measured. A simple element that represents a state in our system can be

represented  as s={px,py,pz,fx,fy,fz,VX,Vy,VZ,ax,ay,az,f} where

subscript x, y, and z represent spatial dimensions. Fig. 2 shows two handwritten
signature trials on the virtual place performed by a user (the 6" user in our experiment
described below). Each trial consists of thousands of § elements.
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Fig.2. (a) A snapshot shows the 6™ user’s signature sample. Various haptic properties
are not visible but considered in the identification process. The black dot represents
the graphical representation of the pen-tip controlled by the haptic device. (b) A
snapshot of another sample of the same 6™ user’s signature. The variation of the
positions and scalability compared to (a) is visible.

3.3 User Identification

Identification is the process that answers the question “what is this? Or who is this?”
or it is the classification process in a pattern recognition paradigm. In the
identification process, we consider the following attributes: position, velocity, force,
and angular rotation. Slight variations in some attribute values are acceptable and the
system can still identify the right user.

Through the data analysis, we observed that attributes that have been usually
considered independent have some correlation with other attributes, such as the

relationship between the attribute fz to v andVv , or the relationship between

attributes p , p,.p. to a,.a.a,. Such correlation varies from user to user. This

observation leads us to choose a multilayer Perceptron (MLP) neural network (NN)
[15, 16] that seeks the level of correlation between attributes to identify each
individual user. We applied a supervised learning approach based on a back
propagation algorithm with momentum of 0.2 and a learning rate of 0.3. The MLP-
NN has 14 input neurons that are connected to hidden layers of 15 neurons and
connected to 16 output neurons. Every input neuron is connected to a single attribute
while every output neuron is connected to a single class. All analyses were performed
with the support of the Weka data mining tool [10].

Each user tried writing the same signature 12 times. The MLP-NN is trained with
the first six trials of each user. Therefore, the neural network will contain whole
users’ templates. The last six trials are purely dedicated to test purposes to verify our
assumption of user identification.
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Fig.3. The representation of the first six trials for raw force Z values that forms
part of the 6™ user’s template.

4  Experimental Results

This section presents some experimental results. It discusses the data acquisition and
enrollment and reports the identification results.

Data Acquisition

Sixteen users of different ages (25~35), and sexes (2 females, 14 males) have
volunteered to participate in the experiment. The experiment setup is illustrated in Fig.
1. Some of the users have never experienced a haptics application before. Therefore,
we introduced the touch-enabled environment. We requested from every user to
provide twelve handwritten signatures using our system. We do not start the
experiment until the user feels comfortable with the environment and after signing at
least once without any complications. For users who have experienced haptic devices,
we start capturing their signatures from the second trial. Most of the users showed
interest in such application. However, we noticed that after a few trials most users felt
fatigued.
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Fig.4. Representation of the 6th user’s last six trials based on Force Z values. The last six
trials are part of the test process.

Enrollment

As stated in section 3, in order to form the templates of the signatures with haptic
information, the first six signatures for each user were used. One important issue is
identifying the attributes and features that should be considered to form the template.
Moreover, identifying the number of trials that can be considered sufficient to reach
acceptable levels of identification is a field of research.

Identification Results

The rich haptic information such as force, velocity and angular rotation gathered
during the creation of the user’s handwritten signature and the consistency in the
user’s behavior motivate us to facilitate such an opportunity not only to verify users
but also to identify them. Fig. 3 shows the force z values taken from the first six
trials of the 6th user while Fig. 4 illustrates them for the last six trials performed by
the same user. After applying the identification methodology described in section 3,
we reached an average success rate of 81% on trial seven and 75% in trial eight as
illustrated in Fig.5. That is identifying 13 users successfully. We noticed that some



users felt fatigued after a few trials and some other users became more familiar with
the sense of touch environment, which might have caused changes in the user’s
behavior in the subsequent trials. This may have affected the average success rate.
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considering using the first six trials in the learning process. The identification rate for the
7th and 8th trials resulted in identification success rate of about 81% and 75% respectively.
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Fig.6. The success rate of identification for 16 users considering the first six trials for
learning and the last six trials for test. We can notice that some user has 100% success rate.

However, if we consider the success rate per user as illustrated in Fig.6, we can notice



that six users is identified with success rate of 100% while the remaining users
success rates varies from 83% to 16%.

5 Conclusion and Future Work

In this paper, we have shown that a handwritten signature with haptic information
can be used for identification purposes. User identification can be extended to identify
a user’s handwriting in general, which is very useful in the forensics field.  Still, our
methodology and most other reviewed methodologies require the user to perform the
same task such as solving a simple maze or, in our case, handwriting signatures. This
is not applicable for continuous authentication since it is not realistic to ask users to
write their signature or to solve a maze all the time. However, this work is the first
building block towards reaching a continuous authentication system based on haptic
characteristics.
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