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Communication in sensor networks

Terms

Source and sink

Frame length
resp. Frame

Number of
hops

ACK

Routing

Carrier

1dle

The sender is often called the source, the recipient of messages a sink
or in the context of a data stream information is floating from the
source to the sink. The assignment of these roles may change
dynamically.

A frame is a time interval which is fully occupied by one sender.
Usually one data packet on the MAC layer occupies a frame.

Denotes the number of participants a message has to pass between
the source and the sink before reaching its destination. The distance
between a source and a direct neighbor is counted as 1 hop.

Acknowledgment, that the message was received correctly.

Means forwarding a packet into the right direction in order to reach a
destination.

Usually means a carrier frequency. The carrier frequency has to be
detected before the modulated information can be decoded.

In the idle-state a participant doesn’t want to transmit anything and
eventually monitors the medium because it is unclear when a new
message will arrive. In the case of sensor networks idle-times are
particularly undesired because they waste energy needlessly.

Terms
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Communication in sensor networks

Classification and Motivation: The (1SO/OSI-network-) layer model

Application layer
Presentation layer
Session layer

Transport layer Is about end-to-end connections like flow control, preservation of the
packet order etc. Single packets were already delivered by the network
layer.

Network layer How are data packets dispatched (especially: routed etc.) between

distant participants?

Link Tayer How is data dispatched between two nodes / routers in 1-hop
distance? Also MAC-problems.

Physical layer Specification of the wiring, carrier frequencies, etc.

Classification
and Motivation
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Communication in sensor networks

Classification and Motivation Classification
and Motivation

Conventional wired computer networks consist of special routers which are connected by
dedicated channels. There is only one router at the beginning and end of a (virtual)
channel. Both of them use the medium exclusively. Hence gaining access to the medium
causes no problems. Instead, a way through the graph of connected routers has to be
chosen.

Router

™~
-

Rented backbone
connection, wire,
beam radio etc.
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Communication in sensor networks

Classification and Motivation Classification
and Motivation

If on the other hand many computers communicate using a shared channel, the
assignment of the ,right to talk“ has to be organized. On the other hand there is no
routing problem if everyone listens to the same channel. Example:

In discussions participant should have an exclusive right to talk. Often the negotiation

about who’s allowed to talk takes place via the ,,visual channel® by signaling the intention
to talk to the discussion leader who then assigns the right to talk. Yet access control to the
medium does not always work very well (consider Sabine Christiansen on Sunday evening).

In the context of mobile ad-hoc networks the shared medium often is a whole radio band
(e. g. the ISM band on 2,4 GHz). However, many sensor nodes use only a single frequency

or infrared signals.
Shared medium (Wire,
Radio, to some extent
IR)
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Static channel assignment

The channel is divided 1) into time slots

, Static channel
2) into frequency spectra

assignment

A timeframe
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Shared medium

Time
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Communication in sensor networks

Static channel assignment: Problems

Subdivision is finer than Every participant gets access, but bandwidth is wasted.
the number of participants

Subdivision coarser than Some participants don’t get a slot. Nevertheless, bandwidth
number of participants is wasted because not every participant uses its channel for
the whole time.

Example: Classical telephony (mixed dynamic/static)

The assignment of wires (channels) to connection desires is dynamic - and can therefore
still fail. Once the connection is established, the corresponding bandwidth is available for
the duration of the conversation - this is guaranteed.

Example: Voice-over-1P (dynamic only)

Voice is split up into small packets and transmitted over the 1P-based network. The packet

only arrives (on time or at all) if enough bandwidth exists (mostly works due to sufficiently
large bandwidth; so-called over provisioning). But guaranties cannot be given.

Static channel
assignment
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Communication in sensor networks

Dynamic channel assignment: Basic assumptions

The following channel assignment procedures assume the following principles:

Station model: There are N independent stations. The stations want to transmit
data packets over the medium. Stations send statistically
independent of one another. Packets are only transmitted
completely.

Single channel model:  Only one channel is used for communication. Everyone is able to
send and receive. If not explicitly ruled out, a sender is able to
receive its own message. This is often not the case with sensor nodes
(consider our ESB nodes).

Collision assumption:  If two frames overlap in time a collision occurs. This can be detected
by all the stations. There are no other errors than collisions.

Subdivision of time (particularly important in sensor networks):
a) continuous: Stations may send at any time. Frames aren’t synchronized.
b) subdivided: Time is split up into intervals. In every interval 0, 1

or more packets are possible (corresponding to inactive,
success, collision).

Dynamic channel

assignment
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Communication in sensor networks

Dynamic channel assignment: Basic assumptions

The following channel assignment procedures assume the following principles:
Carrier detection:

With: A station can detect that the channel is occupied and doesn’t try to
send in order not to disturb the current transmission.

Without: The availability of the channel isn’t checked, everybody may send
at anytime. Collisions of overlapping packets are detected afterwards.

Detection if the channel was a wire: The amplitudes of the signals
are superimposed, the untypical high amplitude can already be detected
technically on the level of the network adapter.

Less clear with radio channels, especially if sender and receiver are
mobile. Error protection takes place mainly on the logical level.

Since in the case of our sensor nodes no error protection is implemented on level 2 of the
hardware, we have to realize this ourselves in software. What follows is an excursus on
error protection.

Dynamic channel

assignment
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Communication in sensor networks

Error control: Detecting vs. Correcting

Basically two variants are distinguished:  a) Error detecting codes
b)  Error correcting codes (Forward Error
Correction)

Both variants need a certain amount of redundancy. When does which variant make sense?

Error detection: Detection is eventually sufficient if the sink can ask the source for
repeated transmission. Therefore, a feedback channel and a defined
protocol are necessary. Error correction on the protocol level only makes
sense with small error rates and / or high variance.

Example: In average every 1000" byte is disturbed. Packets also consist of 1000 bytes.
Does a repeated transmission of defective packets make sense here?

Error correcting codes: A large amount of redundancy is necessary. Makes sense if a)
no feedback channel is available or b) a packet would already be
too late after repeated transmission (e. g. telephony, video
conferences).

The technique to be uses depends on the typical error distribution, too, particularly on its
variance. If errors occur rather in so-called bursts, hence very clustered, a repeated
transmission of a packet may be the solution. Statistically independent errors rather
promote error correcting codes.

Error control
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Communication in sensor networks

Error control: The Hamming-Distance

Given two codewords:

10001001 0011 Operand 1
10110001 0101 Operand 2
00111000 0110 XOR

The Hamming-Distance of two codewords corresponds exactly to the number of bits the
codewords differ in. This is calculated using the XOR-operation. In other words: 1f two
codewords have the Hamming-Distance d, then it is necessary to ,toggle® d bits to
transform one codeword into the other.

The Hamming-Distance of a code is defined as the smallest possible distance two arbitrary
(but different) codewords of a code can have.

To detect errors we need a code with valid and invalid words. To be able to detect d bit
errors in a codeword the code must have a distance of d+1. Why doesn’t less distance
suffice?

A code in which toggling one bit turns a codeword into another has the distance 1.
Because all codewords are valid there’s no redundancy. Every word is allowed. With a
distance of 2 at least 2 bits have to be toggled to create a new word. Toggling only one
bit instead creates by definition an invalid word. The same applies to more bits.

Error control
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Communication in sensor networks

Error control: Error correcting codes

Error correcting codes need a distance of 2d+1 if d errors need to be detected and corrected.
Why doesn’t less distance suffice?

With a distance of 2d+1 we need to toggle 2d+1 bits to get from one valid codeword to
another. 1If we toggle d bits only then the effort to get back to the original codeword is also
exactly toggling d bits. But to get to a different (not the original) codeword when there are d
bit errors it is necessary to toggle d+1 bits. If only d bit errors may occur then the shortest (and
only) way to get to the next codeword is toggling d bits.

Example: 2 bits are encoded by 10

Orig. code: 00 01 10 11
E.corr.Code: 0000000000 0000011111 1111100000 1111111111

How many bit errors can be detected and corrected here?

Error control
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Communication in sensor networks

Error control: Redundancy estimation of error correcting codes

How many bits do we need at least for the correction of a bit error?

We want to have 2™ valid codewords. r correction bits are needed. The error correcting
code will have n=(m-+r) bits in total. By toggling one of the n bits (redundant bits may be
toggled, too) we get an (illegal) codeword with a distance of 1.That means, for each of the
2™ valid words we can create n invalid words. Hence follows

(n+1)2"<2"

(n+1) is composed of n invalid (each created by one bit error) and one valid codeword. The
number of words of the error correcting code stands on the right side of the inequation.

n can be written as m data bits plus r correction bits.

(m+r+1)2"<2™"> (m+r+1)<2’

With a given m we can estimate the number of correction bits a code needs in any case.

Example: 8 data bits require 4 correction bits / 1024 data bits require 11 correction bits
Apparently useful especially for larger packets, but only 1-bit errors can be corrected.

Error control
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Error control: The error correcting Hamming code

The Hamming code achieves the minimum of the previous estimation.

Algorithm: Number the bits from the LSB to the MSB. All 2" bits are check bits, the rest are
data bits. The data bits are filled up from left to right with the actual data, the check bits
only depend on the data bits. Which data bit influences which check bit?

To see this, convert the number of a bit into its binary representation:

11 = 8+2+1

Data bit 11 hence influences check bits 8, 2 and 1. Check bit 1 is of course also influenced
by the data bits 3, 5, 7 and 9. By definition all check bits combined with their data bits
have to exhibit an even (or odd, depending what was agreed upon) parity.

1 2 3 4 5 6 7 8 9 10 11

Error control

11[1[[[?[[

Check bits

Data bits
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Error control: The error correcting Hamming code
Example: Data: 1101101
2 3 4 5 6 7 8 9 10 11 digit

7 1 ? 1 0 1 ? 1 0 1 data without check bits
2 1+2 4 4+1 442 4+2 8 8+1 8+2 8+2 Conversion

L] 1

1 1 1 0 1 0 1 0 1 0 1 Data and check bits

—— = D |

Correction procedure:  First a counter is set to zero. Then the checkbits are checked one
by one. If one of them produces the wrong parity the place of the
corresponding check bit is added to the counter. In the end the
counter references the place where a bit was toggled.

Single bit errors can be corrected like this.
Why does the counter value reference the defective bit?
Bit 1 defective? yes: Bits 3,5,7,9 and 11 may be defective

Bit 2 defective? no: Bits 5 and 9 are left
Bit 4 defective? yes: Only bit 5 is left

Error control
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GNU Free Documentation License
Version 1.2, November 2002

Copyright (C) 2000,2001,2002 Free Software Foundation, Inc.

59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other
functional and useful document "free” in the sense of freedom: to
assure everyone the effective freedom to copy and redistribute it,
with or without modifying it, either commercially or noncommercially.
Secondarily, this License preserves for the author and publisher a way
to get credit for their work, while not being considered responsible
for modifications made by others.

This License is a kind of "copyleft”, which means that derivative
works of the document must themselves be free in the same sense. 1t
complements the GNU General Public License, which is a copyleft
license designed for free software.

We have designed this License in order to use it for manuals for free
software, because free software needs free documentation: a free
program should come with manuals providing the same freedoms that the
software does. But this License is not limited to software manuals;

it can be used for any textual work, regardless of subject matter or
whether it is published as a printed book. We recommend this License
principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that
contains a notice placed by the copyright holder saying it can be
distributed under the terms of this License. Such a notice grants a
world-wide, royalty-free license, unlimited in duration, to use that
work under the conditions stated herein. The "Document”, below,
refers to any such manual or work. Any member of the public is a
licensee, and is addressed as "you”. You accept the license if you
copy, modify or distribute the work in a way requiring permission
under copyright law.

A "Modified Version” of the Document means any work containing the
Document or a portion of it, either copied verbatim, or with
modifications and/or translated into another language.

A "Secondary Section” is a named appendix or a front-matter section of
the Document that deals exclusively with the relationship of the
publishers or authors of the Document to the Document’s overall subject
(or to related matters) and contains nothing that could fall directly
within that overall subject. (Thus, if the Document is in part a

textbook of mathematics, a Secondary Section may not explain any
mathematics.) The relationship could be a matter of historical
connection with the subject or with related matters, or of legal,
commercial, philosophical, ethical or political position regarding

them.

The "Invariant Sections” are certain Secondary Sections whose titles

are designated, as being those of Invariant Sections, in the notice

that says that the Document is released under this License. 1f a

section does not fit the above definition of Secondary then it is not
allowed to be designated as Invariant. The Document may contain zero
Invariant Sections. 1f the Document does not identify any Invariant
Sections then there are none.

The "Cover Texts” are certain short passages of text that are listed,

as Front-Cover Texts or Back-Cover Texts, in the notice that says that
the Document is released under this License. A Front-Cover Text may
be at most 5 words, and a Back-Cover Text may be at most 25 words.

A "Transparent” copy of the Document means a machine-readable copy,
represented in a format whose specification is available to the

general public, that is suitable for revising the document
straightforwardly with generic text editors or (for images composed of
pixels) generic paint programs or (for drawings) some widely available
drawing editor, and that is suitable for input to text formatters or

for automatic translation to a variety of formats suitable for input

to text formatters. A copy made in an otherwise Transparent file
format whose markup, or absence of markup, has been arranged to thwart
or discourage subsequent modification by readers is not Transparent.
An image format is not Transparent if used for any substantial amount
of text. A copy that is not "Transparent” is called "Opaque”.

Examples of suitable formats for Transparent copies include plain

ASCIl without markup, Texinfo input format, LaTeX input format, SGML
or XML using a publicly available DTD, and standard-conforming simple
HTML, PostScript or PDF designed for human modification. Examples of
transparent image formats include PNG, XCF and JPG. Opaque formats
include proprietary formats that can be read and edited only by
proprietary word processors, SGML or XML for which the DTD and/or
processing tools are not generally available, and the

machine-generated HTML, PostScript or PDF produced by some word
processors for output purposes only.

The "Title Page” means, for a printed book, the title page itself,

plus such following pages as are needed to hold, legibly, the material
this License requires to appear in the title page. For works in
formats which do not have any title page as such, "Title Page” means
the text near the most prominent appearance of the work’s title,
preceding the beginning of the body of the text.

A section “Entitled XYZ” means a named subunit of the Document whose
title either is precisely XYZ or contains XYZ in parentheses following

text that translates XYZ in another language. (Here XYZ stands for a
specific section name mentioned below, such as "Acknowledgements”,
"Dedications”, "Endorsements”, or "History”.) To "Preserve the Title”

of such a section when you modify the Document means that it remains a
section "Entitled XYZ" according to this definition.

The Document may include Warranty Disclaimers next to the notice which
states that this License applies to the Document. These Warranty
Disclaimers are considered to be included by reference in this

License, but only as regards disclaiming warranties: any other

implication that these Warranty Disclaimers may have is void and has

no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either
commercially or noncommercially, provided that this License, the
copyright notices, and the license notice saying this License applies

to the Document are reproduced in all copies, and that you add no other
conditions whatsoever to those of this License. You may not use
technical measures to obstruct or control the reading or further

copying of the copies you make or distribute. However, you may accept
compensation in exchange for copies. 1f you distribute a large enough
number of copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and
you may publicly display copies.

3. COPYING IN QUANTITY

1f you publish printed copies (or copies in media that commonly have
printed covers) of the Document, numbering more than 100, and the
Document’s license notice requires Cover Texts, you must enclose the
copies in covers that carry, clearly and legibly, all these Cover

Texts: Front-Cover Texts on the front cover, and Back-Cover Texts on
the back cover. Both covers must also clearly and legibly identify
you as the publisher of these copies. The front cover must present
the full title with all words of the title equally prominent and

visible. You may add other material on the covers in addition.
Copying with changes limited to the covers, as long as they preserve
the title of the Document and satisfy these conditions, can be treated
as verbatim copying in other respects.

1f the required texts for either cover are too voluminous to fit
legibly, you should put the first ones listed (as many as fit
reasonably) on the actual cover, and continue the rest onto adjacent
pages.

1f you publish or distribute Opaque copies of the Document numbering
more than 100, you must either include a machine-readable Transparent
copy along with each Opaque copy, or state in or with each Opaque copy
a computer-network location from which the general network-using
public has access to download using public-standard network protocols
a complete Transparent copy of the Document, free of added material.
1f you use the latter option, you must take reasonably prudent steps,
when you begin distribution of Opaque copies in quantity, to ensure
that this Transparent copy will remain thus accessible at the stated
location until at least one year after the last time you distribute an
Opaque copy (directly or through your agents or retailers) of that
edition to the public.

1t is requested, but not required, that you contact the authors of the
Document well before redistributing any large number of copies, to give
them a chance to provide you with an updated version of the Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under
the conditions of sections 2 and 3 above, provided that you release

the Modified Version under precisely this License, with the Modified
Version filling the role of the Document, thus licensing distribution

and modification of the Modified Version to whoever possesses a copy
of it. In addition, you must do these things in the Modified Version:
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A. Use in the Title Page (and on the covers, if any) a title distinct
from that of the Document, and from those of previous versions
(which should, if there were any, be listed in the History section
of the Document). You may use the same title as a previous version
if the original publisher of that version gives permission.

B. List on the Title Page, as authors, one or more persons or entities
responsible for authorship of the modifications in the Modified
Version, together with at least five of the principal authors of the
Document (all of its principal authors, if it has fewer than five),
unless they release you from this requirement.

C. State on the Title page the name of the publisher of the
Modified Version, as the publisher.

D. Preserve all the copyright notices of the Document.

E. Add an appropriate copyright notice for your modifications
adjacent to the other copyright notices.

F. Include, immediately after the copyright notices, a license notice
giving the public permission to use the Modified Version under the
terms of this License, in the form shown in the Addendum below.

G. Preserve in that license notice the full lists of Invariant Sections
and required Cover Texts given in the Document’s license notice.

H. Include an unaltered copy of this License.

. Preserve the section Entitled "History”, Preserve its Title, and add

to it an item stating at least the title, year, new authors, and

publisher of the Modified Version as given on the Title Page. 1f

there is no section Entitled "History” in the Document, create one
stating the title, year, authors, and publisher of the Document as
given on its Title Page, then add an item describing the Modified

Version as stated in the previous sentence.

Preserve the network location, if any, given in the Document for

public access to a Transparent copy of the Document, and likewise

the network locations given in the Document for previous versions
it was based on. These may be placed in the "History” section.

‘You may omit a network location for a work that was published at

least four years before the Document itself, or if the original

publisher of the version it refers to gives permission.

K. For any section Entitled "Acknowledgements” or "Dedications”,
Preserve the Title of the section, and preserve in the section all
the substance and tone of each of the contributor acknowledgements
and/or dedications given therein.

L. Preserve all the Invariant Sections of the Document,
unaltered in their text and in their titles. Section numbers
or the equivalent are not considered part of the section titles.

M. Delete any section Entitled "Endorsements”. Such a section
may not be included in the Modified Version.

N. Do not retitle any existing section to be Entitled "Endorsements”
or to conflict in title with any Invariant Section.

0. Preserve any Warranty Disclaimers.

~

1f the Modified Version includes new front-matter sections or

appendices that qualify as Secondary Sections and contain no material
copied from the Document, you may at your option designate some or all
of these sections as invariant. To do this, add their titles to the

list of Invariant Sections in the Modified Version’s license notice.

These titles must be distinct from any other section titles.

You may add a section Entitled "Endorsements”, provided it contains
nothing but endorsements of your Modified Version by various
parties--for example, statements of peer review or that the text has
been approved by an organization as the authoritative definition of a
standard.

You may add a passage of up to five words as a Front-Cover Text, and a
passage of up to 25 words as a Back-Cover Text, to the end of the list
of Cover Texts in the Modified Version. Only one passage of
Front-Cover Text and one of Back-Cover Text may be added by (or
through arrangements made by) any one entity. 1f the Document already
includes a cover text for the same cover, previously added by you or

by arrangement made by the same entity you are acting on behalf of,
you may not add another; but you may replace the old one, on explicit
permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License
give permission to use their names for publicity for or to assert or
imply endorsement of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this
License, under the terms defined in section 4 above for modified

versions, provided that you include in the combination all of the

Invariant Sections of all of the original documents, unmodified, and

list them all as Invariant Sections of your combined work in its

license notice, and that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and
multiple identical Invariant Sections may be replaced with a single
copy. If there are multiple Invariant Sections with the same name but
different contents, make the title of each such section unique by
adding at the end of it, in parentheses, the name of the original
author or publisher of that section if known, or else a unique number.
Make the same adjustment to the section titles in the list of

Invariant Sections in the license notice of the combined work.

n the combination, you must combine any sections Entitled "History”
in the various original documents, forming one section Entitled
"History”; likewise combine any sections Entitled "Acknowledgements”,
and any sections Entitled "Dedications”. You must delete all sections
Entitled "Endorsements”.

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents
released under this License, and replace the individual copies of this

License in the various documents with a single copy that is included in

the collection, provided that you follow the rules of this License for

verbatim copying of each of the documents in all other respects.

You may extract a single document from such a collection, and distribute
it individually under this License, provided you insert a copy of this
License into the extracted document, and follow this License in all

other respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate
and independent documents or works, in or on a volume of a storage or
distribution medium, is called an "aggregate” if the copyright

resulting from the compilation is not used to limit the legal rights

of the compilation’s users beyond what the individual works permit.
When the Document is included in an aggregate, this License does not
apply to the other works in the aggregate which are not themselves
derivative works of the Document.

1f the Cover Text requirement of section 3 is applicable to these
copies of the Document, then if the Document is less than one half of
the entire aggregate, the Document’s Cover Texts may be placed on
covers that bracket the Document within the aggregate, or the
electronic equivalent of covers if the Document is in electronic form.
Otherwise they must appear on printed covers that bracket the whole
aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may
distribute translations of the Document under the terms of section 4.
Replacing Invariant Sections with translations requires special
permission from their copyright holders, but you may include
translations of some or all Invariant Sections in addition to the
original versions of these Invariant Sections. You may include a
translation of this License, and all the license notices in the
Document, and any Warranty Disclaimers, provided that you also include
the original English version of this License and the original versions
of those notices and disclaimers. In case of a disagreement between
the translation and the original version of this License or a notice

or disclaimer, the original version will prevail.

1f a section in the Document is Entitled "Acknowledgements”,
"Dedications”, or "History”, the requirement (section 4) to Preserve
its Title (section 1) will typically require changing the actual

title.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except
as expressly provided for under this License. Any other attempt to

copy, modify, sublicense or distribute the Document is void, and will
automatically terminate your rights under this License. However,

parties who have received copies, or rights, from you under this

License will not have their licenses terminated so long as such

parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions

of the GNU Free Documentation License from time to time. Such new
versions will be similar in spirit to the present version, but may

differ in detail to address new problems or concerns. See
http://www.gnu.org/copyleft/.

Each version of the License is given a distinguishing version number.

1f the Document specifies that a particular numbered version of this
License "or any later version” applies to it, you have the option of
following the terms and conditions either of that specified version or
of any later version that has been published (not as a draft) by the

Free Software Foundation. 1f the Document does not specify a version
number of this License, you may choose any version ever published (not
as a draft) by the Free Software Foundation.
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