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4.1 N
etw

o
rk Tech

n
o

lo
g

y, A
s It 

Is To
d

ay

T
he com

puter netw
orks w

e have today w
ere designed 

w
ith data

com
m

unication in m
ind, for discrete pieces of 

data only. W
e w

ill now
 look at the m

echanism
s in 

existing netw
orks and see w

hy the com
m

unication 
algorithm

s and protocols that w
ere designed for 

discrete m
edia are inappropriate for continuous m

edia.
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4.1.1.   P
ro

to
co

l A
rch

itectu
re in

 L
ayers

A
ll netw

ork protocol architectures w
e have today are 

based on the concept of layers.
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P
acket H

ead
ers

T
ypically, each layer adds a header, leading to a packet 

structure as show
n below

. Layer 2 also adds a trailer.
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L
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f D
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t N
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rk 
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4.1.2.  M
ed

iu
m

 A
ccess C

o
n

tro
l an

d
 

E
rro

r C
o

n
tro

l in
 L

ayer 2

L
A

N
 ch

aracteristics
•

Lim
ited geographical area

•
H

igh transm
ission rates

•
Low

 bit error rate and high availability

•
F

lexible reconfiguration
•

S
tandardized by IE

E
E

 and IS
O
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L
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M
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C
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A
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P
o

in
t-to

-P
o

in
t vs. B

ro
ad

cast N
etw

o
rks

P
o

in
t-to

-P
o

in
t N

etw
o

rk
•

P
airs of stations are connected by a physical link. T

he 
netw

ork has the topology of a graph of nodes and 
edges.

•
E

ach m
essage flow

s into one direction. 
A

cknow
ledgem

ents m
ust be sent explicitly.

•
B

roadcast requires explicit replication of the 
m

essage.

B
ro

ad
cast N

etw
o

rk
•

S
everal stations share the physical m

edium
.

•
A

ll stations hear all m
essages.

•
If tw

o stations send at the sam
e tim

e, the m
essage is 

destroyed.
•

T
he sender can hear his ow

n m
essage. If the sender

hears exactly w
hat he has sent, he can assum

e that 
all receivers have also heard the m

essage (im
plicit 

acknow
ledgem

ent).
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M
ed

iu
m

 A
ccess C

o
n

tro
l (M

A
C

)

P
ro

b
lem

•
B

roadcast m
edium

•
Independent stations
=

>
 there w

ill be send collisions.

S
o

lu
tio

n
•

M
edium

 access control
•

T
w

o principles for M
A

C
:

1.
C

ollision detection
Let the collision happen, detect it, repeat the 
transm

ission.

2.
C

ollision avoidance
U

se a circulation token to explicitly control the 
access right to the m

edium
.
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C
S

M
A

/C
D

•
C

S
M

A
/C

D
 =

 C
arrier S

ense M
ultiple A

ccess w
ith 

C
ollision D

etection
•

S
tandardized as IS

O
 IS

 8802/3: M
A

C
 and physical 

layer for C
S

M
A

/C
D

T
o

p
o

lo
g

y: B
u

s
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T
o
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g
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l
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T
h

e D
ata L

in
k L

ayer (L
ayer 2)

T
asks o

f th
e D

ata L
in

k L
ayer (L

ayer 2)

•
C

onceal bit errors (errors on the transm
ission line) 

betw
een neighboring nodes

•
P

rovide flow
 control betw

een neighboring nodes

•
In LA

N
s also: Im

plem
ent the M

A
C

 protocol
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S
eq

u
en

ce N
u

m
b

ers

S
equence num

bers are used to uniquely identify data 
packets. T

he are used by the receiver to acknow
ledge 

specific packets. O
ne acknow

ledgem
ent (A

C
K

) can 
acknow

ledge m
ultiple data packets.
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R
etran

sm
issio

n
 in

 "G
o

-b
ack-n

“ m
o

d
e

In case of a bit transm
ission error no A

C
K

 w
ill be sent. 

W
hen the sender‘s tim

er expires he w
ill retransm

it the 
m

issing packet and allpackets sent later.
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P
rin

cip
le o

f F
low

 C
o

n
tro

l

T
he flo

w
 co

n
tro

l m
ech

an
ism

prevents a sender from
 

overflow
ing a (slow

er) receiver.

Q
u

elle

S
ch
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S
en
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S
lid

in
g

 W
in

d
ow

 F
lo

w
 C

o
n

tro
l 

•
A

fter connection setup the sender has the right to 
send as m

any packets as the w
indow

 size indicates.

•
A

fter that he m
ust w

ait until he receives an A
C

K
 from

 
the receiver. O

ne A
C

K
 can confirm

 several packets.
•

T
he receiver can send A

C
K

s
before the w

indow
 is 

fully used up. T
he A

C
K

policy is not standardized.

E
xam

p
le:

w
indow

 size =
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F
enster =
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4.1.3 P
acket-S

w
itch

ed
 N

etw
o

rks

Interm
ediate system

s contain only the layers 1-3. A
n 

exam
ple are Internet routers.

V
erm

ittlungssystem

A
nw

endung

D
arstellung

Sitzung
T

ransport
V

erm
ittlung

Sicherung
B

itübertragung

physikalisches M
edium
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V
irtu

al C
ircu

its vs. D
atag

ram
s

V
irtu

al C
ircu

it

T
he path through the netw

ork is established at 
connection setup tim

e. It rem
ains the sam

e for all 
packets for the duration of the entire connection. T

he 
interm

ediate nodes store path status inform
ation.

D
atag

ram
s

T
he destination address in each packet determ

ines the 
next hop on the path. F

or each datagram
the next hop 

is determ
ined separately in each interm

ediate node. 
D

ifferent packets can take different paths, e.g., w
hen a 

link has gone dow
n.
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R
o

u
tin

g
 (1)

E
ach node contains a routing table w

ith next-hop 
inform

ation for each destination address.

N
etw

o
rk to

p
o

lo
g

y fo
r o

u
r exam

p
les

A
D

B
C

E
ab

bc
ce

de

cd

ad
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R
o

u
tin

g
 (2)

P
acket fo

rw
ard

in
g

 b
ased

 o
n

 th
e ro

u
tin

g
 tab

le

bc

cecd

 R
outingtable at C

packet  scheduler

assign
buffer

look up
outgoing

linkR
T

F
rom

 C
to

link
cost

R
outer at node C

R
TABDE

b
c

b
c

cdce

21 11

R
T

 =
 R

outing Table
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R
o

u
tin

g
 A

lg
o

rith
m

s

T
ask o

f th
e ro

u
tin

g
 alg

o
rith

m

•
D

eterm
ine the best path for packets from

 a given 
source node to a given destination node

•
Load the routing tables in all nodes such that all best 
paths are know

n
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Id
ea 1: E

very N
o

d
e K

n
o

w
s th

e F
u

ll 
T

o
p

o
lo

g
y

U
se D

ijkstra‘s alg
o

rith
m

 fo
r S

H
O

R
T

E
S

T
 P

A
T

H
S

B
uild a tree of shortest paths from

 the sender (root) to 
all receivers as follow

s:
•

B
egin w

ith the root
•

R
epeat until all nodes have been reached:

-
O

f all those nodes not yet in the tree, add the 
one w

hich is a neighbor of a tree node and has 
the shortest path from

 the root.

A
 m

ore detailed description of this algorithm
 can be 

found in any book on algorithm
s, e.g.: R

. R
ivest, C

h. 
Leiserson, T

h. C
orm

en: Introduction T
o A

lgorithm
s, 

M
cG

raw
 H

ill, 1990

P
ro

b
lem

s
H

ow
 do all nodes learn the current topology of the 

entire netw
ork? H

ow
 can inconsistencies in a transition 

period be avoided w
hen som

e nodes have already 
received the now

 topology, som
e still the old one 

(routing loops)?
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“F
u

ll T
o

p
o

lo
g

y“  R
o

u
tin

g
 (1)

(a)
N

etw
ork in stable state 

(b)
Links bc

and ad
are cut

A
D

B
C

E

a b

b
c

cede

ad

cd

A
D

B
C

E

ab

cede

cd
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“F
u

ll T
o

p
o

lo
g

y“  R
o

u
tin

g
 (2)

“F
ull T

opology” routing is also called “link state routing“. 
T

he nodes m
aintain a “link state database“ in w

hich 
they keep up-to-date inform

ation on the topology of the 
en

tire
netw

ork. T
his “w

orld
view

“ allow
s them

 to 
com

pute the optim
al routing trees locally.

A
n algorithm

 of this class, called O
S

P
F

 (O
pen S

hortest 
P

ath F
irst) is the one m

ost w
idely used in the Internet

today.

(c)
A

fter an additional round of update m
essages
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Id
ea 2: R

o
u

tin
g

 w
ith

 D
istan

ce V
ecto

rs

O
nly the distance to the destination and the next hop to 

take is know
n locally. 

D
istan

ce vecto
rs

are exchanged periodically w
ith 

neighbor nodes in routing table update m
essages.

(a) E
 is added as a new

 node
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D
istan

ce V
ecto

r R
o

u
tin

g

(b)
A

fter an additional round of m
essages

T
he protocol R

IP
 (R

outing Inform
ation P

rotocol) of the 
Internet is an exam

ple of distance vector routing.
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In
tern

et A
d

d
resses

A
n IP

 address is a hierarchical 32-bit address w
ith a 

n
etid

and a h
o

stid
. T

his keeps routing tables sm
all 

and allow
s decentralized assignm

ent of host 
addresses.

F
or point-to-point addressing three classes of 

addresses are provided:

F
or reasons hard to understand a notation w

ith four 
decim

al num
bers (one for each byte) is popular.

E
xam

p
le

192.5.48.0
for a sm

all LA
N

(class C
)

K
lasse A

K
lasse B

K
lasse C

011
1 0

N
etid

N
etid

N
etid

H
o

stid

H
o

stid

H
o

stid

0

0

1
8

16
24

31

7 B
its

24 B
its

14 B
its

8 B
its

16 B
its

21 B
its
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O
b

servatio
n

s fo
r M

u
ltim

ed
ia 

S
tream

in
g

•
T

h
e trad

itio
n

al alg
o

rith
m

s an
d

 p
ro

to
co

ls d
estro

y 
th

e co
n

tin
u

o
u

s flo
w

 o
f p

ackets! 
T

hey create considerable jitter (variance in the delay). 
T

his is true for

•
allM

A
C

 protocols in LA
N

s

•
error control by retransm

ission (e.g., G
o-B

ack-n)

•
flow

 control by sliding w
indow

 (typically leads to 
stop-and-go traffic)

•
and m

any m
ore algorithm

s!

•
T

h
e trad

itio
n

al alg
o

rith
m

s an
d

 p
ro

to
co

ls p
ro

vid
e 

n
o

 Q
o

S
g

u
aran

tees!
T

raditional netw
orks, in particular the Internet, are

thus
often called „b

est effo
rt n

etw
o

rks“.

•
T

h
e trad

itio
n

al alg
o

rith
m

s an
d

 p
ro

to
co

ls p
ro

vid
e 

n
o

 su
p

p
o

rt fo
r m

u
lticast!


